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Vision
— 'A Heritage of Vision, A Legacy of Innovation’

Mission Statement

The institution aims at uncompromising commitment towards holistic development
and groom globally ethical citizens.”

Philosophy

"IIS caters to the global need of today’s youth, aims to engage learners in an active
and creative learning journey, build knowledge and skills, promote and sustain high
academic principles while retaining the strong value systems and ethics of the
motherland and become responsible members of global community”

Information Technology - definition

Information technology facilities and resources are an integral part of the teaching,
learning, research and administrative pursuit of IIS. The school recognizes the
responsibility to ensure the appropriate use of its ICT facilities and that it must be
protected from damage or liability resulting from the unlawful or inappropriate use of its
ICT facilities.

It seeks to provide excellent facilities for academic and general staff, and to protect
both the facilities and its users, and to ensure a productive and safe computing
environment without imposing unnecessary restrictions that would detract from the

school’s culture of transparency.

The security of these facilities requires the support of all students and staff; therefore it
is the responsibility of every student and staff member to understand this policy and to

conduct their activities in accordance with it.



The Role of Technology:

Technology use is integral to IB constructivist approaches to teaching and learning and

actively supports the curriculum. It is closely related to the basic tenets of an IB

education (IBO 2013a: 2) Technology as part of an IB education aims to be:

Evident but seamless in the written, taught, and assessed curriculum

Accessible to all learners, to be used to facilitate classroom environments that
are inclusive and diverse by design, and useful in enhancing curriculum design
and lesson planning

Adaptive to many contexts: cultural, physical and educational

Supportive of intercultural understanding, global engagement and
multilingualism, specific hallmarks of an IB education

Useful in collecting, creating, designing and analysing significant content. The
technology equivalents of the IB ideals emphasize the stance that technology use
in the IB context supports the existing curriculum, and does not dominate it.
Technology use is compatible with the IB curriculum and can produce desirable
outcomes when integrated with the concepts outlined in the individual
programmes. Technology literacy is an aim of the IB programmes, and is one of

the multi-literacies that are integrated into an IB education.

ICT Policy for CBSE and International Wing students:

Teaching using ICT at IIS is always promoted as it is emerging technology. To support

this:

Smart boards are installed in class rooms (at least one on each floor) for which
contract has been signed with Educomp and ExtraMarks. Technical help is always
available in case teacher needs. Annually training session is arranged for

teachers. A team is appointed to handle the technical issues w.r.t smart board.
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Students are also encouraged to use ICT lawfully. Briefing session is conducted for
students on regular basis.
1. Students are not allowed to use internet/ wi-fi without permission
2. Eatables are not allowed while using ICT equipment.
3. In case of theft /destruction of the computers or peripherals, double the cost of
the hardware will be charged from student / user
4. Hostlers must take prior permission from the hostel warden or concerned subject

teacher in writing.

Workshop on Cyber Threat and Use of technology is conducted for teachers & students
by IT department, which covers the following key points:

Phishing

Vishing

o o

ATM skimmers

Malware

Wi-fi Security

Netiquettes

Social networking & privacy setting

e ™0 a0

Cyber Law

Eavesdropping & snooping

j.  Ransomware



Policy on usage for International wing students (IBDP & IGCSE students)

Purpose

The purpose of this policy is to define acceptable use of computing facilities at IIS
allowing students and staff to work confidently in the information technology
infrastructure whilst safeguarding the integrity of the computer systems, networks,
software and data. Inappropriate use exposes the school to risks including attacks from

malicious software, disruption and compromise of network systems, devices and

services, and legal issues thereafter followed by.

Scope

This policy applies to the use of all computing and network systems that includes LANSs,
wireless, modems, IB Resource Centre and computer labs and other areas in the
campus rooms. This policy also applies to the use of ICT facilities by staff, students and

visitors, including privately owned equipments.

Breach

The students will agree to strictly abide by this policy each time they access any of the
facilities for the duration of their use of the facilities. Any breach of this policy may
result in termination of accounts and/or disciplinary action up to and including

suspension from school.

Agreement to the Policy

The students will be asked to sign a copy of the Use of ICT Facilities Agreement Form

to acknowledge their acceptance of the terms and conditions of this policy before
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access is granted.

Few important terms (Definitions)

Computing and Network systems: Includes LANS, wireless and modems and

telephone/mobile phone on the campus.

Facilities: All computing facilities and services, provided in laboratories, resource

centre and other areas on campus and services provided through remote access.

Spoofing: The act of constructing electronic communications to appear as though they

came from another party.

Snooping: The act of monitoring the usage of any computer facility or the traffic

generated by another user.

Spam: Unsolicited electronic communications. Examples of spam include, but are not
limited to:
Unauthorized mass emailing and messaging of any unauthorized nature among each
other.
e Forwarding chain letters or electronic “petitions”, or asking recipients to forward
messages
e Soliciting financial support or otherwise for charity, or special causes not related
to any CAS activity in the school.
e Sending unverified public service announcements (such as virus alerts, unsafe

products, lost and found, etc.)

Hacking: Where e-mail messages, otherwise viewed as spam, are sent to as is
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appropriate to a school’s electronic mailing list, may not necessarily be classed as spam.

The act of gaining unauthorized access to school’s computers, networks, information

systems and / or other user accounts, via a local or remote communication network.

Acceptable use of IT Facilities

ICT facilities are provided to the students and staff as an information
disseminating tool; however, using it for reasonable, incidental personal
purposes is acceptable. Personal use must not, however, detrimentally affect
user productivity, disrupt the system and/or stake the reputation of the school.
The students and staff should take full responsibility for activities conducted
using their computer and network accounts, and must not allow anyone else to
use any of these accounts, and agree not to use any other person’s accounts.

All IT facilities provided by the school to students and staff members remain the
property of the school at all times.

The school makes no express or implied warranties or conditions with regard to

the facilities or internet and assumes no responsibility for any consequence of
service interruptions or changes or the receipt or delivery of any electronic
communication.

The school reserves the right to immediately, and without notice,
withdraw/suspend access to the facilities in case of violation.

The school reserves the right to monitor or review information stored on the
facilities as well as Internet and email as necessary. Material communicated and
received through the facilities is the property of IIS and may be checked by
Systems Administrator and/or deleted. It also reserves the right to prevent

communications to and from external persons in its sole discretion. The users in
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any capacity should hold no expectation of privacy while using the school owned
equipment and facilities.

e Students and staff must not bring food or drink into labs, or consume food or
drink around or near any workstations in the computer labs or resource centre.

e The school does not and cannot in any way supervise, edit or control the content
and form of any information or data accessed through the facilities and that
the school shall not be held responsible in any way for any content or
information accessed via the facilities.

Software

Users may not download and install any malicious or illegal software without seeking

written permission from the Systems Administrator.
Prohibited use of IT facilities

1. Any software owned or licensed by the school for the IB curriculum is for use by
the school; and outside the terms of the licensing agreements, it is illegal to copy
onto CD, DVD, USB, or any other media and distribute any such software.

2. Students and staff must be aware that unauthorized duplication and distribution
of software may expose an individual to penalties.

3. Eating & drinking nearby any ICT hardware is not allowed.

4. Students and staff must not use any of the facilities for an unlawful purpose,
including, but not limited to the following:
a. Infringing copyright or any other intellectual property right in any way,
and in particular by copying, accessing or downloading, or assisting with

the use, acquisition, distribution, broadcasting or public screening of, any



software or other copyright protected material (such as MP3s or DVDs)

without a license.

. Using shared drives of computers connected to the campus networks to

provide access to, or to distribute, infringing material, whether the drive is
freely accessible or password protected, and whether the computer is

owned by the school, students or staff.

. Engaging in conduct that is defamatory or which amounts to

discrimination or unlawful harassment. Sexual harassment can occur in a
single incident; however, harassment generally involves a persistent
pattern of unwelcome behavior being directed at another person. . This

includes, but is not limited to, the sending of unwanted email.

. Sending, receiving, storing, displaying, printing, uploading, downloading

or otherwise disseminating material that is fraudulent, illegal,
embarrassing, sexually explicit, obscene, intimidating, or generally
inappropriate except when required for approved teaching, learning or
research purposes. While the school encourages critical analysis and
review of cultural and social norms, it does not condone unlawful,
insulting or demeaning behavior. Hence, the users are expected to take

account of the sensitivities of other users.

5. Students and staff members must not use facilities to perform any action that

would bring the school into disrepute. This includes, but is not limited to,

dispersing internal or confidential data without proper authorization.

Instructions on Username and password

e Users are responsible for all activity initiated from their accounts, unless it is

established that the activity was done by another person who gained access to

the user's account through no fault of the user

9



(%

e Users must select passwords that cannot be easily guessed and they must not
divulge passwords to others, including other students and staff.

e Users must not attempt to determine another user's password

o If the security of a password is compromised, the password must be changed
immediately

e Users are not permitted to authorize others to login using their account except
where ICT has requested such access for diagnosis and/or software installation

e The passwords should be changed at regular intervals.

Security

e Users are prohibited from knowingly accessing or attempt to access any of the
facilities for which they do not have authority.

e Users must take all reasonable steps to maintain facility security at all times and
to immediately report any security breaches to the Systems Administrator.

e Users are obliged to run the school’s chosen anti-virus software on a regular
basis to protect devices from any threat.

e Users are responsible for activities conducted using their accounts. Any
information stored on a computer’s hardware is the responsibility of the user and
they must take reasonable precautions against the discovery of their passwords
by other persons and comply with any schools’ password policy that is in force.

e Users should not permit or aid unauthorized persons to use the schools

computing facilities.

Privately owned equipment
Users may connect privately owned electronic equipment to the school’s networks on
campus for the purpose of undertaking legitimate activities relating to their roles at IIS

subject to the following conditions:
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e Any such connection, disconnection and use of privately owned electronic

equipment is to be approved by ICT.

e Connection is only permitted if there is no potential risk to IIS facilities or
possible interference with other users.

e Private electronic equipment must have an effective antivirus solution and all

installed software must be licensed.

Monitoring the use of ICT facilities
The ICT management reserves the right to monitor any and all aspects of its ICT

facilities to determine if a user is acting unlawfully or violating this policy.

e Monitoring the usage of any computer facility or the traffic generated by another
user is illegal.

e The Systems Administrator is authorized to access the student and staff
accounts, email and storage areas wherever/whenever necessary to ensure the
security, integrity and efficient operation of facilities.

e ICT management will keep a record of all requested accesses, and notify the
account owner of the access.

e Users may not attempt to use any tools, technologies or systems to conceal any
behaviour on their part that contravenes this policy. ICT management has the
right to counter those tools, technologies or systems, in order to assess breaches
of this policy and to protect the school’s property.

e Where there are reasonable grounds for suspicion of serious misuse, at the
discretion.

e And, upon written approval of the DPC, the systems administrator may access
any hardware without notice to the user or relevant association.
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Tampering

1. Users must not interfere or attempt to interfere with the operation of any

computing facilities, including hardware, software, files, and access by authorized
users including by propagation of computer worms and viruses.

Only the systems administrator or ICT staff, or those with written authorization,
are permitted to perform any amendment or maintenance on facilities on the
campus.

Users may not operate any server or device that may compromise the operation

of the school’s network (including DHCP, DNS, WINS, email, domain controller or

LDAP server), on their computer, from any port on the network including the
resource centre without the express approval of the Systems Administrator.
Where such servers are found to be running, at the discretion of the Systems
Administrator, the network port for that device will be disabled, disconnecting
that device from the network, and any associated user accounts will be disabled,

pending removal of the offending device.

Implementation and review
All HODs, Systems Administrator, Heads of School, IBDP Coordinator and other

equivalent will be responsible for the implementation of this policy in their respective

areas of responsibility.

The ICT department of the school is responsible for regularly reviewing this
policy in coordination with the DPC and other HODs as the need be.

The ICT department has authority to recommend amendments to the policy and
any associated procedures.

Communication

The ICT department is responsible for ensuring that all students and staff have
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access to this policy through the school’s website.
e This policy will be included in the information package provided to all new

enrolling on-campus students during admission.
Disclaimer

This policy is intended to provide a framework to cover the broad areas of activity and
establish principles required to govern operations within a secured and protected

environment.

e It is acknowledged that it is not possible to anticipate every situation that will arise,
and as a consequence students and staff will be required to make informed

decisions within the guidance and general directions provided by the policy.

Indemnification

The users agree to indemnify the school for any loss arising out of a breach of the rules
contained in this policy and the associated agreement, including but not limited to a

breach of any third party’s intellectual property rights.

Committee Members:

Dr. Ashok Gupta, Director & Head of School

Ms. Mala Agnihotri, Principal and IBDP & CIE Coordinator
Ms. Prabhjeet khanna, HOD-IT, Examination Incharge, IBDP
Dr. Manish Kumar Sharma, Academic Head, IBDP

Ms. Mukta Khandelwal, Academic Head, IBDP

Mr. Sunil Sharma, IT Coach
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13



Bibliography & Referencing:

e The role of technology in the IB programmes (pre-publication)

o www.google.co.in (for images)

14


http://www.google.co.in/

